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Partnering With
Partnering With IT
Gap Assessments
Exercising Your Processes

Q&A
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products an

We do this by assisting those organizations to
author, administer, and audit thelir in- house/

business continuity and disaster recovery
Programs. /



» Critical Information is captured,
managed, stored, preserved, &

delivered using software. /



o Softwa
NeleNy

« Corporate IT supported
« On premises (corporate data center)
« Off premises (collocation provider)
» Private Cloud (Amazon, Microsoft
« Hybrid
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* Primary Objecti

* Risk Assessment:
« |dentfify risks that can adversely foec’r/

an entity’'s resources or image. /
« Assess risks to determine the /

potential iImpacts fo the entity.



ldentify an
processes In order to asce
will have the greatest impact should they
not be available.

- Performed at a department level ///

» Be sure your SMEs are involved!



What reso

 How long of an outage can you
toleratee (Recovery Time Objective)

« How much data loss can you afford@e /
(Recovery Point Objective) /

« Whatis the financial impact of gn
outage/data loss fo the companye¢




* Prioritize process
* Financial impact is usually the
significant factor

o Address risk

* Develop strategies to meet
RTO & RPO
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IT must be a part of the team for the
Assessment, BIA, and Mitigation Strategies.

* |T must have a clear understanding of /
your requirements and the impact /
of not having your software
available.



business requirem .
(achievable vs. objective)

« Assessment team should consist of process
owners, business confinuity, and [T /
« Financial impact of outage will carry, /
significant weight on meeting the
RTO/RPO



Software vendor’s cloud servic

Review:

 Vendor's BC plan and exercise re
« Service level agreements

« Data protection policies

« [nformation security policies

* Physical security policies




 Vendor’'s BC plan

« Service level agreements
Data protection policies
nformation security policies
Physical security policies
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 Make sure you understand an
aligned with the resolutions for your
Processes.

 Collaborate with your momcgemen’r/
and business continuity fo determineg

appropriate reassessment interval



« Work with business continuity to p
tabletop exercises for your processes
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e Review exercise results

« Be sure your department has up to
date business continuity plans






